
computerweekly.com 18-24 OctOber 2022 1

Home

News

How Russian 
intelligence hacked the 
encrypted emails of 
former MI6 boss

EU rolling out measures 
for online safety and 
artificial intelligence 
accountability

Francis Crick Institute’s 
James Fleming on how 
to build a framework  
for data sharing

Editor’s comment

Buyer’s guide to  
API management

Luxembourg taps into 
innovation for better 
government technology

Mapping the rise in  
checkout-free shopping

Downtime

BO
RT

N
66

/A
D

O
BE

 How Russia hacked  
a former MI6 spy chief
Leaked ‘top secret’ files show Russian cyber criminals  

have been targeting politicians, journalists, and  
military and intelligence officials for years
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NCSC urges organisations 
to secure supply chains
The UK’s National Cyber Security 
Centre (NCSC) has published 
guidance to encourage organisa-
tions to work in tandem with others 
in their supply chains to identify 
and address security issues. Cyber 
attacks originating from supply 
chains have become widespread in 
the past 18 months to two years – 
arguably the most impactful event 
being the exploitation of SolarWinds 
services by Russian actors.

Finance regulator cracks down 
on use of messaging apps
The Financial Conduct Authority is 
in contact with banks over the use of 
messaging apps by staff, following 
fines in the US. Last month, US regu-
lators fined 16 banks about $2m for 
failures related to monitoring the use 
of private messaging apps by staff. 
The UK financial services regulator 
has begun discussions with banks in 
relation to their practices around the 
use of private messaging by staff.

Food poverty study: Black families 
and North East suffering most
A report on food poverty data from 
the Open Data Institute (ODI) has 
revealed the North East of England 
and black families throughout the 
country are suffering most from food 
poverty. The ODI is making the data 
visualisation tool behind the findings 
available to explore. The ODI is call-
ing for a single food poverty metric 
that the Office for National Statistics 
could use to highlight the issue of 
food poverty.

Major PC providers experience 
a massive fall in PC shipments
The PC market has declined by almost 
20%, according to market data from 
Gartner. Worldwide PC shipments 
totalled 68 million units in the third 
quarter of 2022, a 19.5% decrease 
from the third quarter of 2021. The 
analyst said the figure represents 
the steepest market decline since it 
began tracking the PC market in the 
mid-1990s, and the fourth consecu-
tive quarter of year-over-year decline.

Tech critical to the 
UK’s prosperity, says 
Jacob Rees-Mogg
Jacob Rees-Mogg, secretary of state for 
business, energy and industrial strategy, 
has hailed technology as key to the UK 
economy prospering, calling on the 
government to properly understand the 
potential of technology to ensure the 
country continues to be an “economic 
force”. Rees-Mogg said technology has 
the potential to “provide the answers to 
some of the challenges facing us”.
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UK Atomic Energy Authority 
makes call on UC telephony
The UK Atomic Energy Authority 
(UKAEA) has partnered with Cinos 
to modernise and enhance its teleph-
ony and unified communications 
(UC) capability. Cinos has enabled 
UKAEA to retain its existing invest-
ment in hardware and handsets.

Post Office scandal inquiry 
restarts with call for a pause
The Post Office Horizon scandal 
inquiry has begun its second phase 
with an application from the legal rep-
resentatives of victims for an adjourn-
ment, amid accusations that the Post 
Office is not meeting its obligations 
to provide requested documents.

Turing Institute launches AI 
standards information hub
The Alan Turing Institute has launched 
an AI Standards Hub that the govern-
ment trialed in January. The insti-
tute has teamed up with the British 
Standards Institution and the National 
Physical Laboratory to form the hub.

Union claims Google datacentre 
contractors face repercussions
A union has claimed that workers at 
Google’s US-based datacentres are 
finding themselves on the receiving 
end of retaliation and harassment for 
demanding basic workplace benefits 
meant to be afforded to all workers in 
Google’s extended labour supply chain.

Gartner: Remote work, zero trust, 
cloud still driving cyber spend
Growth in end-user cyber spending is 
being driven by the increase in remote 
and hybrid working models, the ongo-
ing transition from virtual private 
networks to zero-trust network access 
and the shift to cloud-based delivery 
models, says Gartner.

Santander and Google offer tech to 
help firms smooth move to cloud
Google Cloud and Santander have 
developed a service that promises 
to help firms across industry sectors 
migrate legacy systems to the cloud. 
Dual Run will be a service from Google 
built on top of Santander technology. n

Contractor left Toyota 
source code exposed
Japanese automaker Toyota and its 
tech subsidiary Toyota Connected have 
been forced to issue an apology after 
discovering a contractor had left source 
code relating to its T-Connect services 
publicly exposed via GitHub, putting the 
personal data of almost 300,000 drivers 
at risk of compromise.

❯ Avaya aims for innovation without disruption.
❯ French Supreme Court rejects EncroChat verdict.
❯ NVMe flash pioneer Pavilion Data ceases business.
❯ UK gigabit broadband expansion rolls on for CityFibre.

❯Catch up with the latest IT news online.
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How Russian intelligence hacked the 
encrypted emails of former MI6 boss
Hack by Russian-linked ColdRiver group exposed former MI6 chief Richard Dearlove’s contacts and email 
communications with government, military, intelligence and political officials. Duncan Campbell reports

ARussian cyber attack group has been targeting politi-
cians, journalists, and military and intelligence officials 
across the UK and Europe for at least seven years, and 

may have stockpiled access to, and data from, target computers 
and phones for future operations, according to data analysed by 
Computer Weekly.

The group’s greatest success to date has been to publicly com-
promise emails and documents from Richard Dearlove, a top 
British spy chief and former head of MI6, as well as more than 
60 others in a secretive network of right-wing activists set up 
in 1988 to campaign for extreme separation of the UK from the 
European Union. Dearlove was chief of the UK Secret Intelligence 
Service (SIS) from 1999 to 2004, holding the post immortalised 
in James Bond films and fiction as “M” – although in real life the 
role is known as “C”.

Soon after the Iraq war, Dearlove left the SIS to become mas-
ter of Pembroke College Cambridge. In August 2018, after leaving 
Cambridge, he joined up with retired history academic Gwythian 

Prins to launch a covert operation called Operation Surprise, with 
the declared goal of creating a “Continuity Leave vehicle” to “block 
any deal” negotiated by then UK prime minister Theresa May. 
The group’s “political aims” included, “if necessary, to remove this 
prime minister and replace with one fit for purpose”, and “in due 
course, to cleanse the polluted civil service from top to bottom”.

Each page of Prins’s plan, which was among the thousands of 
leaked emails and documents, was watermarked “top secret” in 
red capital letters, as if classified as a genuine government plan. 
The final page, wrote Prins, was “super top secret” because it 
listed the “Op Surprise” top team and identified the people they 
wanted to recruit.

Besides Dearlove and Prins, and Gisela Stuart, a former Labour 
MP who supported Boris Johnson over Brexit, as chair, the team 
that were going to “save” Britain were retired Cambridge his-
tory professor Robert Tombs, Vote Leave organiser Matthew 
Elliott, Lawyers for Britain organiser Martin Howe KC, and Robert 
Salisbury, the Marquis of Salisbury.
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Dearlove’s emails and files were among 22,002 harvested from 
encrypted Protonmail accounts and made available on an anony-
mously registered website called Sneakystrawhead, which first 
appeared on the internet on 20 April 2022. It consists of one page 
featuring images, a short article, and selected document extracts. 
The full emails were published as 12 compressed zip files on two 
separate internet storage sites.

Computer Weekly downloaded the files as soon as they were 
identified, checked for malware, and has loaded all the mails, files 
and metadata to free text and structured query systems for full 
analysis and future projects.

Included in the leaked documents were 871 emails and files 
sent and received by Dearlove between 2018 and 2022, reveal-
ing his contacts and emails with over 400 government, military, 
intelligence and political officials. These included former chief 
of defence staff Lord Guthrie and Falklands War commander 
Brigadier Julian Thompson. Several former senior SIS officers are 
named in the emails, as are politicians including Gisela Stuart, 
Steve Baker, MP, and Jacob Rees-Mogg, MP.

Dearlove was the highest profile and most important target for 
any Russian-backed hacking group. At MI6, he presided over intel-
ligence operations in the run-up to the Iraq war, when the agency 
produced intelligence reports that were used by the government 
to justify its support for the war against Saddam Hussein.

The subsequent Chilcot report into the Iraq war found that 
government references to intelligence about weapons of mass 
destruction were over-certain and did not adequately stress 
uncertainties. According to Chilcot, “Personal intervention [by 
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Dearlove] and its urgency gave added weight to a report that had 
not been properly evaluated and would have coloured the percep-
tion of ministers and senior officials”.

Revenge foR Johnson’s suppoRt foR ukRaine
Dearlove told Computer Weekly that he did not have anything 
to add to statements he had already made or published himself. 
“You would also be wise to treat the Proton email content and 
the interpretation of it with caution. Both are subject to Russian 
manipulation,” he said. Asked if he had any specific comments on 
the authenticity or factual accuracy of specific emails and docu-
ments hacked from his Protonmail accounts and reported here, 
Dearlove did not respond, saying only that interpretation of the 
material was “misplaced or simply incorrect”.

Prins confirmed that he had been a victim of a “hack and leak” 
attack by the Russian FSB (Federal Security Service). The attack, 
he said, was a “serious criminal offence … I cannot comment”. 
He urged Computer Weekly to “continue to probe the technical 
nature of Russian cyber warfare”.

The presumed Russian website framed the documents as rep-
resenting a conspiracy for a “Very English Coup d’Etat” intended 
to get Boris Johnson into Downing Street. “What would you say if 
they tell you that the country you live in is governed by the coup 
plotters?” it asked, adding: “Hoaxers control their puppet – sneaky 
strawhead.” The name was a dig at Johnson – and pointed to why 
Russian intelligence would suddenly reveal its cyber successes.

Ten days before the hacking operation, on 10 April 2022, Johnson 
had suddenly left London to appear on a televised walkabout in 

Kyiv with Ukraine president Volodymyr Zelensky. The Kremlin 
secretariat and spokespersons expressed fury. Previously the 
recipient of funding and largesse from government-linked Russian 
nationals, Johnson was now a demon figure, who immediately 
became actively, and soon literally persona non grata in Moscow 
and banned from Russia.

The speed with which Russian intelligence apparatus was then 
able to assemble, curate, present and publish the hacked mate-
rial to attack Johnson strongly suggests that hacking UK political 
figures did not start after his unwelcome (to Moscow) trip to Kyiv.

The leak website was not publicised or reported for over six 
weeks. There is evidence that it was promoted on Reddit, but then 
failed to get traction or attention. The Reddit post was deleted. 
On 15 May 2022, the story of the hack and leak was scooped on 
Grayzone, a US website that, according to Wikipedia, published 
“pro-Russian propaganda during the Russian invasion of Ukraine”.

“You would also be wise to 
treat the Proton email content 

and the interPretation of it with 
caution. both are subject to 

russian maniPulation”
RichaRd deaRlove
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Kit Klarenberg, the author, worked until 2019 for Russia Today’s 
radio outlet Sputnik. Klarenberg said he was not told about the 
Russian Sneakystrawhead website when writing his story, or 
even afterwards. He said the email copies and files he used in his 
Grayzone article were passed to him anonymously over cloud 
sites. He said his report initially had little impact or perceived 
credibility because of Grayzone’s reputation.

When journalists (including the author of this article) then 
searched Google for language used in some of the documents in 
Klarenberg’s story, they turned up in a Google cache file pointing 
to the Sneakystrawhead site. After being approached by Reuters 
and other publications, Dearlove, Prins and Tombs said they had 
become aware of the hack. They and others have not challenged 
the authenticity or accuracy of the emails and documents.

In a subsequent story in June 2022, Klarenberg and Grayzone 
published extensive details of emails hacked and leaked from left-
wing freelance journalist Paul Mason, who has frequently sav-
agely criticised Putin’s war in Ukraine. There was no evidence at 
the time of writing that the contents of Mason’s hacked mailbox 
had been more widely publicised or placed on the internet.

taRgeting nato countRies
According to multiple cyber security companies, the as-yet uni-
dentified Russian Federation intelligence agency behind these 
attacks began targeting users in Nato countries, including the 
UK, by late 2015. The group also attacked Russian neighbouring 
countries Georgia, Armenia and Azerbaijan. The group has been 
dubbed Seaborgium by Microsoft, ColdRiver by Google, TA446 by 

Proofpoint, and Callisto by F-Secure. F-Secure was the first organ-
isation to identify the main attack methods and targets. These 
involve careful and selective target reconnaissance, followed by 
phishing or spearphishing emails. They are also reported to use 
spoofed correspondence from email accounts to which they had 
acquired credentials. 

hack-and-leak opeRations
The Sneakystrawhead operation has all the hallmarks of clas-
sic Russian intelligence hack-and-leak operations, such as were 
used extensively and effectively in 2016 leading up to the elec-
tion of Donald Trump. Computer Weekly previously reported on 
how British and US actors became part of a subsequent decep-
tion strategy to hide and obfuscate Russian involvement.

Subsequently, in the reports by the Robert Mueller investigation 
into Russian interference in the 2016 US elections, the FBI was 
able to identify the agency and agents concerned, and to name 
and shame and indict the individual officers concerned as mem-
bers of units of the GRU, Russia’s military intelligence service.

The 2016 Russian attacks were initially attributed to cyber 
attack groups called Fancy Bear and Cozy Bear by the cyber secu-
rity group Crowdstrike, and other names by other companies. The 
Security Service of Ukraine has suggested a possible connection 
between Cozy Bear and the group behind the Sneakystrawhead 
hacking, and so to the GRU. But this attribution is not confirmed 
by most cyber security firms. The obvious alternatives are the 
SVR, the Russian foreign intelligence service, and FSB, the federal 
security service that Putin headed before becoming president.
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Security researchers say the group they call Callisto is continu-
ing to set up new phishing infrastructure every week. Microsoft 
said that up to mid-September 2022, the group had targeted 
more than 30 organisations since the start of the year.

The security companies report that the group’s consistent 
methodology has been social engineering to gain credibility to 
persuade targets to click on malicious URLs or open PDF files 
containing malicious executable files. They “slowly [infiltrate] 
targeted organisations’ social networks through constant imper-
sonation, rapport building and phishing to deepen their intrusion”.

They have “successfully compromised organisations and peo-
ple of interest in consistent campaigns for several years, rarely 
changing methodologies”. One proven method is to scan LinkedIn 
for staff and targets using fake profiles. The group has subjected 
the UK to at least three hack-and-leak operations to date. To facil-
itate wide-ranging attacks, the attackers have registered many 
dozens of spoof phishing addresses, some of which appear likely 
to have been used to bag Dearlove’s network as it began and grew.

encRypted emails failed to pRotect foRmeR mi6 head
From its inception in August 2018, Prins and Dearlove urged par-
ticipants and co-plotters to sign up to, and only use, Protonmail, 
the Swiss-based end-to-end encrypted email service. By the end 
of 2018, the group were in touch with 36 users on Protonmail, 
one of whom was a woman who had been used to obtain confi-
dential papers from inside the civil service.

By the time the emails were leaked, almost 100 were communi-
cating on Protonmail. Dearlove initially signed up as “dickbilling”. 

When this account was mysteriously disabled for no apparent 
reason, according to the leaked emails, the former top spy and 
cyber security company director expressed no concern. He cre-
ated and circulated a new account, “richardteller”. The Russians 
copied, and have published, mail from both accounts.

how uk secRet seRvice staff communicate 
The hacked emails also show that Dearlove then gave advice, 
also copied by the Russian attackers, which, if true, will have 
given them information about how UK secret service staff com-
municate. On 5 September 2018, Dearlove told the group to use 
WhatsApp for calls. “WhatsApp is secure,” he wrote. “Takes 30 
seconds to set up. Means we really can talk without threat of 
interception… The system is widely used by all my former col-
leagues when they need privacy.”

The problem, well known to cyber security experts, is that 
encryption of emails or other communications in transit does not 
protect them or their users against attacks on “endpoints” – such 
as mobile phones and devices used incautiously or by the incau-
tious, allowing them to be taken over by phishing attacks.

History shows that Dearlove, who was and is the non-executive 
chairman of Crossword Cybersecurity, was not giving good advice. 
Whether his misadvice also exposed his former service, SIS, is not 
known. WhatsApp was, at the time, vulnerable to interception, 
according to WhatsApp itself. In October 2019, WhatsApp filed 
a suit against Israel-based NSO Group claiming damages and a 
restraint order for having implanted Pegasus spyware exploiting a 
WhatsApp operating system vulnerability to intercept calls. 
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The attack did not require targeted users to answer the calls they 
received. NSO, said WhatsApp, had implanted the spyware on the 
mobile phones of 1,400 human rights activists, lawyers, religious 
figures and others. In November 2019, according to research by 
Microsoft and F-Secure, the Russian group added new Protonmail 
spoof sites to their portfolio: proton-reader.com and proton-
viewer.com. Both were registered anonymously by Namecheap in 
Iceland. On launch, they displayed a fake Protonmail web page 
(shown right). On 20 April 2022, the same day as publishing the 
Sneakystrawhead documents, they added a third: proton-docs.
com, which now goes to a Russian registry page.

The Sneakystrawhead website was constructed to give the 
impression that the only individuals targeted and exposed were 
Dearlove and Prins. Emails were placed in folders said to be the 
inbox or outbox of one of the two. Some emails were broken out 
on the site, including some concerning the group’s civil service 
informant who used the false name Caroline Bell and the email 
Ian Moone – an anagram for “I am no one”.

Database analysis of the emails shows that some appear not 
to have been sent by, or received from, the email account attrib-
uted to it by the Sneakystrawhead website. One possibility is that 
these are the disguised products of other interception or phish-
ing attacks. Among up to 20 potentially targeted email addresses 
that may have been added are Protonmail addresses used by 
Robert Tombs, “bootneck40” (Brigadier Julian Thomson) and 
“contrarymz” (Tim and Mary Clode, wealthy Jersey residents 
who financed the campaigns). Another address on a different 
email service identifies journalist William Shawcross.

The 22,000 leaked emails also reveal more activities by 
Dearlove, Prins and collaborators then attempting to unseat prime 
minister May or achieve an ultra-hard Brexit. The group went on 
to foster plots and theories and to try to foist them on succes-
sive governments. Many are mentioned on Dearlove’s Wikipedia 
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page, including attacks on mobile manufacturer Huawei, 5G, and 
theories that China engineered Covid-19.

Earlier this year, Prins and Dearlove launched a new opera-
tion to attack climate safety precautions, which they dubbed 
“Green catastrophist”. On 22 January 2020, Dearlove told Prins 
that “Darkullen” would be “the code word for our China project”. 
He added: “I intend to separate out all our Proton exchanges 
that are marked with this title.” For security, members arranged 
new Protonmail email addresses that included “Darkullen in the 
address – such as princepsdarkullen”. Naturally, the Russians 
copied and published the Darkullen mails.

Among these emails is a Darkullen PowerPoint file dated 21 
February 2022, which Prins took to a private meeting that he was 
delighted to get with then home secretary Priti Patel. He urged her, 
too, to get going on Protonmail and WhatsApp. The PowerPoint 
said “net zero” targets amounted to the “coerced deformation of 
the UK energy systems” and needed to be addressed as a “con-
ventional secret intelligence operation”. 

The problem, the PowerPoint claimed, was that “the propo-
nents of these ideas and policies … hold encapsulated, cult-like 
beliefs which makes them impervious to rational evidence”. Prins 
reported back that he thought the meeting had gone well.

Prins and an academic colleague wanted to persuade Patel 
to radically reform the UK’s energy policy. In an “urgent energy 
security briefing for the home secretary”, they argued that  
the UK’s focus on renewable energy and climate policies threat-
ened the country’s ability to survive as an independent nation  
following Brexit.

In Churchillian tones, the briefing paper called for the govern-
ment to overturn the moratorium on shale gas fracking, which 
would allow Australian fracking company Cuadrilla to resume 
work immediately. That was to be coupled with government back-
ing to remove red tape to open up the North Sea oil and gas fields.

It said: “Action this day: an immediate executive over-ride of the 
Oil & Gas Agency instruction to Cuadrilla to cap and destroy the 
two viable shale gas wells in Lancashire and allowing exploitation 
to resume. Production will not flow for up to 24 months, therefore. 
Immediate executive over-ride of administrative obstacles to the 
exploitation of North Sea gas and oil fields now viable with rising 
gas and oil prices.”

foRmeR home secRetaRy’s views Remain unknown
But reports suggest this is now indeed the plan. On 8 September, 
new prime minister Liz Truss overturned the advice of her pre-
decessor, Boris Johnson, by vowing to lift the fracking ban, 
claiming it could get gas flowing in as little as six months. Truss 
announced a new programme for drilling for oil and gas in the 
North Sea, more nuclear energy and renewables – and a review of 
the UK’s 2050 net-zero emissions target to ensure it can be met 
without placing “undue burdens on businesses or consumers”.

More technical reports about these and other events in the 
exposed trove of influence planning and conspiracy thinking will 
be covered soon by Computer Weekly. n

Reporting by Duncan Campbell, Bill Goodwin,  
Crina Boros and Meike Eijsberg.
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EU rolling out measures for online safety 
and artificial intelligence accountability
European Council approves passage of the Digital Services Act to protect our rights online as European Commission 
announces proposals to help those negatively affected by AI to claim compensation. Sebastian Klovig Skelton reports

The European Union (EU) is rolling out a raft of measures 
designed to hold technology companies more accountable 
for how their products and services impact users, includ-

ing new online safety and artificial intelligence (AI) liability rules.
Regarding online safety, the European Council approved the 

Digital Services Act (DSA) on 4 October, which is designed to 
protect the digital space against the spread of illegal content and 
ensure the protection of users’ fundamental rights.

Initially announced by the European Commission in December 
2020 alongside the Digital Markets Act (DMA), its approval by 
the council means it is now law, although most of its provisions 
will not take effect for 15 months.

“The Digital Services Act is one of the EU’s most ground-
breaking horizontal regulations and I am convinced it has the 
potential to become the ‘gold standard’ for other regulators in 
the world,” said Jozef Síkela, Czech minister for industry and 
trade. “By setting new standards for a safer and more account-
able online environment, the DSA marks the beginning of a new 

relationship between online platforms and users and regulators 
in the European Union and beyond.”

Under the DSA, providers of intermediary services – including 
social media, online marketplaces, very large online platforms 

(VLOPs) and very large online search engines (VLOSEs) – will be 
forced into greater transparency, and will also be held accountable 
for their role in disseminating illegal and harmful content online.
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For example, the DSA will prohibit platforms from using targeted 
advertising based on the use of minors’ personal data; impose 
limits on the use of sensitive personal data for targeted advertis-
ing, including gender, race and religion; and introduce obligations 
on firms to react quickly to illegal content.

The rules have been designed asymmetrically, which means 
larger intermediary services with significant societal impact 
(such as VLOPs and VLOSEs) are subject to stricter rules. This 
includes offering users a system for recommending content that 
is not based on profiling, and obligating firms to analyse the sys-
temic risks their services create.

In the UK, the Online Safety Bill is designed to achieve similar 
goals, but has taken a broader approach to also make tech com-
panies deal with content that is “legal but harmful”.

Under the bill’s duty of care, tech platforms that host user-
generated content or allow people to communicate will be legally 
obliged to proactively identify, remove and limit the spread of ille-
gal and “legal but harmful” content, or could be fined up to 10% of 
their turnover by the online harms regulator, Ofcom.

In September 2022, a coalition of civil society groups wrote to 
new digital minister Michelle Donelan to lay out their concerns 
about a number of provisions in the Online Safety Bill. These 
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Under new laws, online 
platforms will be legally obliged 
to protect users by proactively 

identifying, removing and 
limiting the spread of illegal and 

“legal but harmful” content
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include the provision to compel online companies to scan the 
content of users’ private messages; the extensive executive pow-
ers granted to the secretary of state to define what constitutes 
lawful speech; and the duty it would impose on tech platforms 
to deal with “legal but harmful” content, which the groups said 
“would impose a two-tier system for freedom of expression, with 
extra restrictions for categories of lawful speech simply because 
they appear online”.

incoming ai Rules
Regarding artificial intelligence, the European Commission (EC) 
has separately adopted two proposals – one to modernise the 
existing rules on the strict liability of manufacturers for defec-
tive products (from smart technology to pharmaceuticals); and 
another aimed at harmonising national AI liability rules through-
out the bloc so that it is easier for victims of AI-related damage 
to get compensation for any potential harms.

“The purpose of the AI Liability Directive is to lay down uniform 
rules for access to information and alleviation of the burden of 
proof in relation to damages caused by AI systems, establishing 
broader protection for victims (be it individuals or businesses), and 
fostering the AI sector by increasing guarantees,” said the EC. “It 
will harmonise certain rules for claims outside of the scope of the 
Product Liability Directive, in cases in which damage is caused due 
to wrongful behaviour. This covers breaches of privacy or damage 
caused by safety issues. The new rules will, for instance, make it 
easier to obtain compensation if someone has been discriminated 
against in a recruitment process involving AI technology.”

It added that the directive would simplify the legal process for 
victims affected by AI by further introducing a “presumption of 
causality” that, in circumstances where a relevant fault has been 
established and a causal link to the AI performance seems rea-

sonably likely, will help address explainability difficulties that vic-
tims have in understanding and navigating complex AI systems. It 
will also introduce a right of access to evidence for victims, so that 
they can get information from companies and suppliers in cases 
involving high-risk AI systems.

“We want AI technologies to thrive in the EU,” said Věra 
Jourová, EC vice-president for values and transparency. “For this 
to happen, people need to trust digital innovations. With today’s 
proposal on AI civil liability, we give customers tools for remedies 

“the PurPose of the ai liabilitY 
directive is to laY down uniform 
rules for access to information 

and alleviation of the 
burden of Proof in relation to 

damages caused bY ai sYstems”
euRopean commiSSion
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in case of damage caused by AI, so that they have the same level 
of protection as with traditional technologies and we ensure legal 
certainty for our internal market.”

The directive will complement and give teeth to the EU’s AI Act, 
which has previously been criticised by civil society organisations 
for its lack of redress mechanisms.

In November 2021, for example, 114 civil society organisations 
signed an open letter calling on European institutions to amend 
the act by, for example, placing more obligations on users of 
high-risk AI systems to facilitate greater accountability, creat-
ing mandatory accessibility requirements so that those with dis-
abilities are able to easily obtain information about AI systems, 
and prohibiting the use of any system that poses an unaccepta-
ble risk to fundamental rights. To facilitate meaningful redress, 
they further recommended adding two new rights to the act for 

individuals – to not be subject to AI systems that pose an unac-
ceptable risk or do not comply with the act, and to be provided 
with a clear and intelligible explanation for decisions taken with 
the assistance of AI systems.

Digital civil rights experts and organisations have also previously 
told Computer Weekly that the regulatory proposal is stacked in 
favour of organisations – both public and private – that develop 
and deploy AI technologies, which are essentially being tasked 
with box-ticking exercises, while ordinary people are offered little 
in the way of protection or redress.

The EC’s AI liability proposal will now need to be adopted by 
the European Parliament and the European Council. It is proposed 
that five years after the AI Liability Directive comes into force, the 
EC will assess the need for no-fault liability rules for AI-related 
claims, if necessary. n
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The proposed AI Liability 
Directive aims to harmonise 

national artificial intelligence 
liability rules throughout the 

bloc to offer customers redress 
in cases of damage caused by AI
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T he Francis Crick Institute has hundreds of global part-
nerships that require controlled access to sensitive 
health data. Its current chief information officer (CIO) 
is James Fleming, who joined the research institute 

four years ago. He has a degree in physics and comes from a tel-
ecoms background, having previously worked at BT on projects 
including the 4G backhaul network.

Asked about the similarities and differences between the 
telco provider and working in a medical research environment, 
Fleming says: “BT is a data-driven organisation. I spent most 
of my time working in the IT and applications layer, which are 
hugely data-driven.

“What is transferable is the infrastructure needed to do IT 
well,” he says. “Disciplines like scalable technology and robust 
operational processes are directly transferable.”

Since Fleming joined the Institute, the IT department has been 
adapting rapidly and is now 40% larger.

“We were 54 people when I first joined, but now our full com-
plement is 88,” he says.

IT has responsibility over three tech platforms: the IT infra-
structure, high-performance computing and three public clouds. 
Fleming says his role, and the role of IT, is to make the IT strategy 
as agile as possible.

Supporting global collaboration
Research conducted at the Francis Crick Institute is based on 
highly collaborative networks of teams of about 10 people each. 
There are more than 100 such groups internally. On top of this, 
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the research also involves collaborating with 1,400 institutions 
across 90 countries.

Data protection anD Sovereignty lawS
From an IT perspective, the most immediate difficulty is adher-
ing to various data protection and sovereignty laws, such as 
the General Data Protection Regulation (GDPR) in Europe 
and the Health Insurance Portability and Accountability Act 
(HIPAA) in the US, especially as 
there is no unified global standard 
for protecting patients’ data. 

There are numerous approaches 
that IT leaders can take to provide 
data access, ranging from virtual 
private networks (VPNs) that 
control access to data residing 
on file servers to programmatic 
control through application pro-
gramming interfaces (APIs). The 
required approach depends on 
the type of data and the granular-
ity of control required.

In Fleming’s experience, API access is only valuable in situations 
where the data is well understood, but he adds: “The vast major-
ity of research doesn’t fall into this category.” Instead, it’s more 
important to provide access to a dataset.

The Francis Crick Institute decided to leave behind its on-premise 
data infrastructure and has used Snowflake’s Data Cloud to 

provide it with the precise access controls, management report-
ing, authentication, billing control and data-sharing capabilities it 
needed to host its data safely. “In scientific research, you used 
to have to log into a file store,” says Fleming. “Snowflake offers 
collaboration as a shared service, with real-time access control 
and workflow for auditing.”

Using Snowflake’s native capabilities, the Institute has 
been able to build a trusted research environment archi-

tecture, which, according to 
Fleming, is rapidly configurable 
and deployable for each specific 
research project and supports 
consortium-based research across 
larger global networks.

He says that by using Snowflake, 
the IT function at the Francis Crick 
Institute can offer a more per-
meable environment to enable 
researchers to work in an ecosys-
tem. “Developing the infrastruc-
ture for a complex global consor-
tium used to be a one- or two-year 

undertaking,” says Fleming. “Now a secure, auditable environ-
ment can be built in around 30 minutes.”

a repeatable framework for global reSearcHerS
In a paper published in August 2022 which proposed a new 
approach to supporting collaborative research, he noted that 
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one of the fundamental administrative issues with managing a 
consortium is allocating and managing roles and responsibilities 
for handling, loading and transforming data.

Usually, there is no predefined framework for these, because 
they are largely dictated by whatever infrastructure is being used 
by the consortium, which in turn is often distributed across all 
of the consortium members, who are trying to piece together a 
workable solution from whatever locally available components 
they can negotiate to use.

“Often, this therefore means relying on ‘best-efforts’ support 
from local administrators for different elements, leading to a lack 
of standardisation, and considerable complexity in ensuring that 
the terms of the research collaboration agreement and any ethics 
approvals are followed correctly,” said Fleming in the paper.

builDing SometHing repeatable
Rather than developing a traditional trusted research environ-
ment, the team wanted to build something that was repeatable 
and could be rolled out for different research groups and initia-
tives, he says.

The Data and Analytics Research Environments UK (Dare UK) 
consortium, led by the Francis Crick Institute, along with BT, the 
Institute of Cancer Research and the Rosalind Franklin Institute, and 
supported by technical partners Infinite Lambda and Snowflake, 
worked on developing such a platform.

The proposed platform is designed to support the creation of 
secure trusted research environments “on demand”, built around 
the needs and restrictions of individual research projects.

The architecture is based on a set of core components that 
include Snowflake for the data sources, Apache Airflow for 
workflow, DBeaver as the data extraction, translation and load 
component, Okta for user authentication, and ServiceNow for 
additional controls.

reSearcH conSortium
Discussing the process by which data access is provided to a 
research consortium, Fleming says: “A bunch of scientists form 
a consortium to ask a common research question. There is a 
formal agreement to handle intellectual property and briefings 
on what they want to answer.”

The outputs of this then go to research bodies such as hos-
pital trusts, which assess the project’s validity and ethics, and 
approve grants.

At the point where the consortium members require consist-
ent patient data, a series of questionnaires breaks down their 
requirements, he says.

This feeds into a script that feeds into Snowflake to provide the 
required level of data protection – for instance, if HIPAA compli-
ance has been stipulated.

Fleming says four clinical research projects are using the 
Dare UK framework, covering cancer, to Parkinson’s disease, to 
hepatitis B and schizophrenia.

The projects are very different in structure – two have a com-
plex international dimension, while two are “domestic” with 
UK collaborators only. The first of these projects went live in 
late September. n
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Fear and loathing and Oracle support

With Oracle CloudWorld in Las Vegas kicking off, the ongoing court battle with third-party support provider Rimini Street is 
again in the news. On 10 October, Oracle said it had told the court it is prepared to go with a bench trial “because it is the most 
efficient path to ending Rimini’s illegal conduct, including its long-standing and continuing violations of Oracle’s copyrights”.

Oracle offers three support stages for its enterprise software, tools and databases: Premier Support, Extended Support, and Sustaining 
Support. In Oracle’s words, these “deliver maximum value by providing you with rights to major product releases so you can take full 
advantage of technology and product enhancements”. Premier Support provides a standard five-year support policy for Oracle technol-
ogy products, Extended Support provides for an additional three years, and Sustaining Support is indefinite technical support.

In Gartner’s Magic Quadrant report for cloud database management products, it warned 
that Oracle’s on-premise products are often seen as expensive and hard to manage, 
and customers continue to raise concerns about contract negotiations. Fixes, updates 
and critical patch updates created during Premier and Extended Support are the only 
fixes available when the product reaches Sustaining Support. You wonder why people 
still buy support if the only patches they are entitled to have already been published.

The challenge for many IT leaders is that while they may wish to continue running 
Oracle, they are being encouraged, or worse, coerced, into upgrading. One of the big benefits of third-party support contracts is that 
they separate software from maintenance and support. But Oracle contracts say technical support may not be discontinued for a single 
program module within a custom application bundle. In effect, buying the best Oracle deal bundle sees the customer tied into paying 
full maintenance fees on all products in that bundle, even if some are replaced with non-Oracle products, or third-party support is used.

Rimini Street originally ended up on the wrong side of Oracle in 2010, and in October 2015, a jury found that it had infringed 93 copy-
rights. While Oracle claims Rimini downloaded its intellectual property illegally, customers paying Oracle for maintenance have every 
right to download fixes, patches and documentation, as long as these things remain on their own systems. What Oracle’s latest actions 
show is that it remains deadly serious about putting the knife into third-party maintenance and support. n

Cliff Saran, managing editor (technology)
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Application programming interfaces (APIs) have had 
their status upgraded from the domain of program-
ming tool to the proverbial icing on the cake to top a 
digitisation business plan. APIs allow business lead-

ers to enable workflows across organisational boundaries, con-
necting siloed business systems and providing a controlled way 
for external business partners to access data and services.

The API, and the code accessed via the API, must be secure. 
Any vulnerabilities need to be fixed as soon as they are discov-
ered; otherwise, any application accessing the API will inherit this 
security weakness.

In the open source world, GitHub recently introduced an auto-
mated alert mechanism to enable developers to address vulnera-
bilities in the open source components that their code uses. Such 
mechanisms enable consumers of these components to receive 
an alert if the component has a security risk and needs patching 
or a workaround. This is essential if organisations require end-
to-end auditability covering a software bill of materials for all the 
software components used in a finished product.

Tackling API security is a subset of software development that 
is secure by design, where there are strong processes in place to 
minimise coding errors that lead to vulnerabilities, and a defined 
pipeline to resolve security issues quickly. But the pace of soft-
ware development – and that includes developing and modifying 
code that is accessed via published APIs – can lead to insecure 
code slipping into production systems.

In April 2022, Dynatrace commissioned Coleman Parkes  to 
run a global survey of 1,300 chief information security officers 

assessing  
tHe reliability 
and security 
of aPis

Once an API is published, its developer has responsibility to ensure it is 
kept up to date and is secure, write Cliff Saran and Adrian Bridgwater
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(CISOs) in large organisations with more than 1,000 employees, 
which highlighted the risks organisations face in code develop-
ment and deployment. The survey found that two-thirds (67%) of 
CISOs say developers do not always have time to scan for vulner-
abilities in their code and apply a fix before it moves into produc-
tion and only 27% are fully confident that applications have been 
fully tested for vulnerabilities before going live in production.

Discussing the findings, Bernd Greifeneder, chief technology 
officer (CTO) at Dynatrace, says: “There are always opportunities 
for vulnerabilities to slip past secu-
rity teams, regardless of how robust 
their defences might be. Both new 
applications and stable legacy  
software are prone to vulnerabili-
ties that are more reliably detected 
in production.”

Vulnerabilities need to be fixed 
quickly, but developers also need to 
keep their code up to date to take 
advantage of the latest and great-
est technology or to support new requirements from the business. 
One of the difficulties is that as functionality accessed via the API 
changes, the actual API may require changing because the data it 
requires (that is, the parameters a programmer needs to provide 
to the API) and the data it returns back to the application access-
ing it, may need to be adapted in line with the new functionality.

The challenge for the API developer is that any changes can 
potentially break any application that uses the API.

Software development teams may often not take care to sup-
port the backward compatibility of APIs, warns Stephen Feloney, 
vice-president of products, continuous testing at Perforce. “An API 
that previously worked may not work as it should in an updated or 
completely new version,” he says.

With each new version of an API, additional parameters may be 
required, results may be delivered in different formats, and even 
when developers maintain backward compatibility, old APIs may 
continue to work, but only for a limited time, says Feloney. “Teams 

consuming APIs may be unaware 
of the new changes to the APIs 
until a sudden failure occurs.”

If this happens, says Feloney, 
software development teams need 
to track the failure to its source to 
find the root cause of the problem 
and verify that documentation is 
up to date, which can be a time-
consuming and costly process. The 
same applies when a component 

that the API relies upon is updated.  Teams avoid unexpected API 
failures if they track code dependencies and API changes, he says.

When it ran a survey of 350 of its customers, Salt Security found 
that the average number of APIs per customer had grown by 
82% over past year, up from 89 in July 2021 to 162 in July 2022. 
During the same period, overall API traffic per customer grew by 
168%, indicating that API usage is also exploding. Worryingly, 
attack activity has continued to keep pace with this dramatic API 
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usage growth and now accounts for 2.1% of overall API traffic for 
Salt Security customers. Its survey also found that malicious API 
attack traffic surged by 117% over the past year, from an average 
of 12.22 million malicious calls per month to an average of 26.46 
million calls. More than half (54%) of respondents admitted they 

have had to slow the roll-out of a new application because of an 
API security concern. Also, the increasing regulatory focus on 
sensitive data leaks is impacting profitability, and the public is 
taking notice. In fact, nearly one-third of respondents admit they 
have experienced sensitive data exposure or a privacy incident 

BUYER’S GUIDE

A DevSecOps approach to the development of application programming interfaces

One area that should be considered, both from the development 
of APIs and those developers who consume APIs in their own 
applications, is the security implications. Is the code secure? Is 
the API safe? Can the API provide hackers with a backdoor into 
corporate systems? DevSecOps plays an important role in ensur-
ing security remains a top priority in any software project.

Dynatrace’s global study of 1,300 CISOs reported that just over 
one-third (34%) of organisations have a mature DevSecOps 
culture, where the majority of teams have integrated security 
practices across the software development lifecycle.

Describing a simple three-step flow of code-build-deploy, 
Alejandro Bernal, a security architect and member of ISACA’s 
Emerging Trends Working Group, says DevSecOps is usually 
attached only in the coding step. But each step has its own 
challenges. Starting with source code management, Bernal says 
developers need to ask: “Do we know how many vulnerabilities 
our source repo has? Can we track each one of them back to its 

source package? How do we control/monitor them?” These are 
some of the questions that pop up in the coding stage. This is the 
domain of static application security testing.

The next phase – build – requires software developers to pull in 
external components or artefacts from external code reposito-
ries. Modern, cloud-native practices often mean that these arte-
facts are containerised. Bernal says developers need to ensure 
the security status associated with these code artefacts meets 
the same criteria set for the code developed internally.

“If some risk acceptance took place – say, a package with no 
available fix but which is imperative for the app to work – or all 
vulnerabilities have been remediated, the artefact should remain 
with the same [security] status,” he says. “Is there any way to 
know if something bad made its way to the container image?”

Irrespective of the software architecture used, the final phase – 
deployment – involves what Bernal describes as “a proper tool-
chain” aligned to this architecture.

http://www.computerweekly.com
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within their production APIs over the past year – a sharp increase 
from last year’s 19%. 

Nick Rago, field CTO at Salt Security, says: “Many API attacks 
today are done by authenticated entities that have authority to 
use the API they are attacking and are doing it in a low and slow 
manner that evades any rate limit traffic controls.”

According to Rago, existing security measures employed by API 
gateways, web application firewalls and identity providers fail to 
offer adequate protection against this growing attack surface. “To 
stop attacks, organisations need a security strategy specifically 
designed for APIs,” he says.

Key capabilities of such a security strategy should include con-
tinuous visibility into the attack surface, as well as the ability to 
discover new and changed APIs, contextually understand API 

behaviours to accurately detect and stop API attacks and abuse 
in runtime, and remediate vulnerabilities in the build phase.

Most organisations have now caught the wave of using APIs to 
provide flexible connectivity between systems, making it easy for 
developers to get started and build digital products. But securing 
and monitoring APIs is a crucial step to operationalising APIs.

Brian Otten, vice-president of the digital transformation cata-
lysts division at Axway, also believes that businesses need to 
manage the lifecycle of their APIs. “API delivery has a distinct 
lifecycle that includes, but is not limited to, unified monitoring of 
APIs from a security, availability and performance perspective,” 
he says. “Also, capabilities focused on cataloguing and managing 
APIs on a day-to-day basis are needed alongside controls related 
to standards, governance and testing.” n
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In Luxembourg, government technology (govtech) is 
defined as technology that improves government ser-
vices by facilitating collaboration among ministries – and 
by making it easier for citizens and businesses to interact 

with public administrations.
Computer Weekly spoke with some of the people responsi-

ble for developing govtech solutions in Luxembourg, from the 
Ministry for Digitalisation and the Government IT Centre (CTIE). 

“The Ministry for Digitalisation was created in December 
2018 with the goal of making people’s lives easier through dig-
ital technology,” says Vera Soares, government adviser at the 
Ministry for Digitalisation and member of the Cabinet. “When 
the Ministry for Digitalisation started, we immediately began 
working with the CTIE on concrete projects.” 

Luxembourg has had an IT centre since the 1970s, and in 2008 
it became the CTIE, which is responsible for providing most of 
the IT services needed by ministries and administrations. It is 
responsible for the operation of the state-owned network and 
information security, supplying the ministries and administra-
tions with computers and phones, and providing hosting ser-
vices, software as a service, and platform as a service. It also 
develops applications. The CTIE is the biggest shared service 
centre for IT services in Luxembourg’s government. 

“Govtech is our core business,” says Patrick Houtsch, direc-
tor of the CTIE. “One of the most recent projects was in 2019 
when we launched a public sector blockchain. It’s a big success 
because not only did we provide the blockchain, but we have 
also provided solutions that operate on the blockchain.

luxembourg taPs into 
innovation for better 

government tecHnology
With a diverse population and a digital inclusion and open 

innovation strategy, Luxembourg has developed a way of using 
technology to improve government services. Pat Brans reports
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“One of the solutions was for processing student loans,” adds 
Houtsch. “A bank can verify that a student has been granted a 
guarantee from the state and that they have not yet used this 
guarantee at another bank. This kind of thing is govtech that we 
do as daily business. But we now have a dedicated lab, which 
gives us better access to innovative ideas and facilitates our 
exchange with experts from the private sector.” 

The GovTech Lab, as it is known, was launched virtually on  
20 November 2020, in the middle of the pandemic. It has 
evolved since and now has a physical space. 

govtecH lab proviDeS acceSS to leaDing-eDge tecHnology 
“The Ministry for Digitalisation and the CTIE work together to 
improve services through govtech – and the GovTech Lab is an 
important part of our work,” says Christine Zoller, member of 
the Ministry for Digitalisation in charge of the lab. “We can rely 
on an IT sector that is very well-developed and a government 
that has a lot of experience running IT projects.” 

Luis Carvalho Da Silva, member of the CTIE in charge of the 
GovTech Lab, says: “We created the GovTech Lab to build and 
enhance more govtech solutions for the three key players: public 
administrations, citizens and businesses. The solutions we pro-
mote now are to meet national needs, but they are designed to 
be interoperable at the European level.” 

The lab has three missions. The first is to accelerate innova-
tion in the public sector by contributing to the transformation 
of public services, which it does by identifying challenges and 
launching calls for solutions. The challenges are concerns that 

public entities might have and that might be solved by innova-
tive solutions, including digital technology. Once one or more 
challenges are identified, a call for solutions is launched. 

There are two processes for doing this. For projects where 
innovative solutions are needed, an innovation partnership is 
used, which involves a new public procurement process that 
gives more flexibility in the process of selection. The lab tries 
to collaborate with external actors, which could be startups, 
researchers, freelancers, businesses or students.

This is an iterative process to work out the details of the solu-
tion through different phases: the proof of concept phase and 
the pilot project phase. At the end of these phases, a candidate 
is selected by a jury composed of two fixed members (Soares 
and Houtsch) and variable members such as civil servants or 
external experts. 

For smaller projects where a rapid interaction with external 
experts is needed, the GovTech Lab launches a SpeedUP, which 
is a faster procedure mainly used for small pilot projects or 
expert analysis or reviews. 

The second mission of the GovTech Lab is to create a govtech 
community through dedicated events. This is supported by the 
physical space of the lab located in the CTIE building, where many 
events have already taken place since it opened in March 2022. 

It also networks with external actors on events such as hack-
athons, designathons, co-creative sessions and thematic con-
ferences, where it invites different actors from the ecosystem 
to come to the lab to discuss new trends, share experiences 
or co-create on a specific topic. Everybody can share ideas  
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to find better ways of helping with the digital transformation 
of the state. 

The third mission is to become the place of reference for state 
officials when they’re interested in digital technologies and 
to use a more co-creative and agile approach when designing 
new applications for the public sector. “We try to foster the 
exchange…with the different administrations and ministries so 
they can more easily share their input and expertise,” says Zoller. 

So far, the GovTech Lab has launched three innovation pro-
jects: Bye Bye Robots, Trust My Data and Virtual Meeting Room.

Bye Bye Robots is a new Captcha solution designed to pre-
vent the abusive repetitive completion of online forms by  
robot requests.

Trust My Data is a platform that issues official digital certifi-
cates that can be stored in the form of credentials or digital cer-
tificates in an e-wallet and can be verified by anyone.
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Luxembourg is becoming more proactive in digitisation to 
make it easier for citizens to benefit from govtech services
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Virtual Meeting Room is intended to enable citizens to meet 
the public agent handling their inquiry via an online video-
conferencing tool, which will be integrated in the one-stop por-
tal called MyGuichet.lu. 

government-DevelopeD verSuS Startup SolutionS 
“We have always developed govtech through the CTIE and will 
continue to do so,” says Soares. “The GovTech Lab is comple-
mentary and tries to push innovation and new digital solutions 
in public services. The approach 
is different. We are trying to inte-
grate new actors into the ecosys-
tem – including startups, universi-
ties and students.” 

Innovation project Bye Bye Robots 
was the first challenge the GovTech 
Lab launched. For Houtsch, it was a 
big success because it allowed the 
lab to verify its new approach to 
finding solutions. 

“We launched the call for solu-
tions, and a big list of applicants 
came and proposed their solutions,” says Houtsch. “We saw 
very different approaches that we were able to choose from. 
There were some very innovative solutions, and we were 
able to do things in a way that probably would not have been 
possible if we had gone through the traditional approach of  
issuing a tender.” 

The experience with Trust My Data was similar. The GovTech 
Lab launched the challenge and received a lot of applicants with 
different solutions, then went into the details of all the proposed 
solutions and picked one. Today, the GovTech Lab is running a 
pilot project with the company. 

“We now see that the concept works very well,” says Houtsch. 
“A much broader range of solutions using different technolo-
gies is presented to us to solve a given challenge.” 

The lab has the added benefit of giving new solution provid-
ers a chance to work with the gov-
ernment. It’s not easy for startups 
to participate in national tenders 
because they sometimes ask for 
experience or for a list of national 
programmes already undertaken 
with the government. To kickstart 
the process, the GovTech Lab gives 
startups the opportunity to do a 
pilot project. It also gives universi-
ties and freelance workers a chance 
to participate in the digitisation of 
public services. 

“Developing a startup ecosystem is not the number one pri-
ority for our ministry,” says Soares. “That’s more of a priority 
for the Ministry of the Economy together with Luxinnovation, 
the innovation agency in Luxembourg. On the other hand, we 
do make it easier for startups to offer their know-how and IT 
solutions to accelerate the digitisation of public services.” 
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a Small country attuneD to a DiverSe DemograpHy 
Part of the new approach to govtech is to ask citizens their 
opinions and to integrate them in the co-creation process. 
The Ministry for Digitalisation set up a participatory platform 
called Zesumme Vereinfachen (Luxembourgish for “Simplify 
together”) to solicit feedback from citizens on new apps, 
for example, and to make suggestions in general. The goal of 
Zesumme Vereinfachen is to develop public services that make 
citizens’ daily lives easier by asking them to contribute to the 
administrative simplification. 

With the population of Luxembourg including around 170 dif-
ferent nationalities, govtech solutions have to be accessible to 
people from a variety of cultural backgrounds. There are three 
administrative languages: French, German, and Luxembourgish. 
English is also widely spoken. The GovTech Lab also considers 
people with special needs. 

“The Ministry for Digitalisation defined strategic pillars, with 
one of the main pillars being digital inclusion,” says Soares. “We 
have a small team working on that, and in 2021 we launched 
a national digital inclusion plan with 40 initiatives, from all the 
different ministries. Eighteen initiatives were from the Ministry 
for Digitalisation. One of our concerns is how to integrate peo-
ple who want to become digital but aren’t yet, so we take into 
account different cultural backgrounds, people with disabilities, 
older people, and so on.”  

As for people who aren’t interested in adopting digital tech-
nology, the government has a rule that all administrative proce-
dures must also be offered on paper.  

tHe future of govtecH 
“One thing that will happen in the next five years is a mind 
shift towards going to the market to look for solutions,” says 
Da Silva. “We are already doing it in the CTIE, but it will also 
happen for the public sector in general. It’s not always easy to 
figure out how new technologies can help. Many people are 
reluctant to try a new solution when they don’t know the tech-
nology it’s based on. As more government agencies demon-
strate the advantage of going to market, I expect this attitude 
to change.” 

Houtsch adds: “We look at a broader range of alternatives 
and try not to jump on the first solution that appeals to us. Our 
new approach is to look at a lot of different solutions and to be 
prepared to adopt new technologies faster. The GovTech Lab 
helps us to get in contact much earlier with new technologies. 
For example, we started using blockchain technology before 
founding the GovTech Lab. It was a big effort for us to dig into 
it and understand the advantages and the stumbling blocks – 
and to figure out where it can be used. The GovTech Lab will 
help us do that in the future.” 

Soares says: “We are getting more and more into the role of 
personalised service provider. This is one thing that is coming 
with digitisation. Citizens need public services that are more 
accessible, more personalised to their needs. The way forward 
is to become more proactive in this sense. The government 
should be able to predict needs based on the individual situa-
tions. Govtech should make it easier – and less time consum-
ing – for citizens to benefit from services.” n
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This year marks two decades since Steven Spielberg’s 
Minority Report hit cinema screens for the first time. 
The film is loosely based on Philip K Dick’s novel of the 
same name and focuses on the concept of crimes being 

solved before they have taken place using psychic technology – or 
as the tech industry might describe it, predictive analytics.

Spielberg’s Minority Report may depict a dystopian world, but 
several futuristic retail-related scenes in the plotline are starting 
to become a reality – and they are framed as progressive and pos-
itive by those deploying them.

One of the concepts in the movie that is gaining traction in 
today’s world is that of technology being used to welcome and 
recognise people as they enter a store. In the film, a Gap store rec-
ognises customers via biometrics as they walk through the door. 
In today’s reality, we have checkout-free stores using technology 
to identify and track customers, allowing them to pick up, pur-
chase and leave without visiting a till.

Research released in June by RBR, a business intelligence 
group that focuses on retail tech and banking, says this tech is 
already live in 20 countries and set to grow significantly. Stores 
using computer vision to track customers’ shop visits to create 
so-called “frictionless” checkout experiences increased three-
fold in 2021 to more than 250, according to RBR’s Mobile self-
scanning & checkout-free study.

The research predicts that use of this technology will grow by 
more than 90% a year for the foreseeable future, with the num-
ber of stores deploying checkout-free technology predicted to 
reach 12,000 globally by the end of 2027.

maPPing tHe rise in  
cHeckout-free sHoPPing
There has been a boom in the number of  
checkout-free stores globally, but will that  
growth continue and which retailers  
are interested? Ben Sillitoe reports
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wHo, wHat, wHen?
Computer vision tech combines with artificial intelligence (AI) 
and weighing-scale technologies to enable this type of shop. For 
example, Amazon Fresh, a trailblazer in this space, only requires 
consumers to check in and check out with a mobile app. Users’ 
Amazon accounts are charged accordingly, based on what they 
take from the shelves. 

Other versions of checkout-free 
shopping involve retailers deploying 
“smart carts” for larger basket sizes, 
which have the technology fitted to 
shopping trolleys.

Ahold Delhaize, REWE and Tesco 
are among the European grocers 
experimenting with checkout-free 
concepts, but RBR’s market analy-
sis shows Amazon has the most 
checkout-free stores, with 30 in 
the US and 19 in the UK. It plans to 
expand this format globally. 

Amazon’s Just Walk Out (JWO) 
tech can also be utilised by third parties, for a fee. Travel con-
venience store chain Hudson, bookseller and prominent travel 
retail player WHSmith, and Sainsbury’s are among those trial-
ling JWO technology. WHSmith deployed the tech at its shop in 
New York City’s LaGuardia in February. Retailers are reluctant to 
reveal just how many transactions they process using this tech-
nology, but a WHSmith interim results announcement in April 

indicated “early customer and landlord feedback has been very 
positive” in relation to the LaGuardia shop.

Alan Burt, associate at RBR, says the number of checkout-free 
stores in travel destinations such as airports and train stations has 
real potential to grow. “We’d expect more of those going forward,” 
he says, adding that most of these stores will be in the convenience 

sector and small-format grocery 
world. “It won’t be tailored to every 
retailer and every type of store. At 
the moment, it works better in con-
venience ‘grab and go’ stores – it 
suits a lunchtime crowd rather than 
a family getting a full weekly shop.”

Burt cites the various large funding 
rounds that tech companies operat-
ing in this space have experienced 
of late, saying it is “clearly a growing 
realm”. Israel-based startup Trigo – 
which works with Tesco – has raised 
eight-figure funding in each of the 
past three years, for example.

“It will be challenging for retailers to scale up this technology 
quickly and go into large store formats,” he adds. “Most imple-
mentations have been in new stores, which speaks to the ease 
of putting it in from the start, rather than retrofitting. Markets 
already with a history of self-service – the US, western Europe 
and China – are where we expect to see the biggest growth in 
checkout-free tech.”
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frictionleSS tecH ecoSyStem
In addition to Amazon, there is a burgeoning ecosystem of 
startups helping retailers go checkout-free, according to RBR. Its 
research shows that a wide range of suppliers are present in the 
checkout-free market, with technology from firms such as AiFi 
and Zippin present in “an ever-increasing number of stores”.

AiFi is fuelling the Carrefour Flash concept in Paris, which 
opened in November 2021. Consumers visiting what the retailer 
has dubbed the “Flash 10/10” shop at 1 Avenue Parmentier, in 
the French capital’s 11th arrondissement, do not have to scan 
any products. Customers do not have to take their items out of 
their bag, and they are free to enter and exit the store without 

having to pass through a gateway, download an app or register 
for the service beforehand.

This is made possible by 60 high-definition cameras, almost 
2,000 sensors built into the connected shelves, an algorithm 
for interpreting all the data, and a proprietary tablet payment 
system. Customers are tracked anonymously as a virtual avatar 
allocated to them as soon as they enter the store, and the prod-
ucts they pick are automatically detected and added to their 
virtual basket.

A validation process at a kiosk is required before payment and 
then exit, and an electronic receipt can be sent to the customer 
triggered by a QR code scan.
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On the reason for implementation, Elodie Perthuisot, Carrefour 
Group’s executive director of e-commerce, data and digital trans-
formation, said customers “want to be able enter the store easily, 
know what they are buying, pay quickly and then leave”.

Jemima Walker, associate analyst at business intelligence 
group GlobalData, says checkout-free tech can produce a strong 
return on investment (ROI). In some 
cases, she notes, it has been proven 
to reduce theft and prevent stock-out 
for retailers. She argues that the data 
produced by these systems can opti-
mise inventory management. “At the 
moment, it is nascent but it has the 
potential to reduce queues, which is 
what consumers are looking for,” says 
Walker. “It could be, in the future, 
people choose checkout-free over a 
store that doesn’t have this tech.”

When Amazon launched its first 
JWO store in Seattle in January 2020, 
commentators said the frictionless 
model would only be the preserve of 
those with deep pockets because of the complex tech integration 
required. The fact that Amazon, which was projecting hundreds of 
these stores opening, has opened only 50 of its own JWO shops 
suggests the analysts may have had a point.

However, Zippin’s recent growth is starting to disprove that the-
ory. The US-based tech business uses AI-powered technology to 

identify which person has selected a particular item, and whether 
they put it back on the shelves or walked out with it. And it is being 
used by retailers in locations with high footfall, such as stadiums 
and venues where a complex selection of products are located.

Two lanes at basketball franchise Buzz City, based inside the 
Charlotte Hornets’ Spectrum Center home, and a 4,000ft2 con-

venience store on a fuel forecourt 
near St Louis, highlight the variety 
of Zippin deployments in 2022.

Consumers tap their credit card 
to enter Zippin stores, before pick-
ing up what they need. Further 
backing for this way of paying 
came in June when Mastercard 
announced a strategic partnership 
with the startup.

Krishna Motukuri, CEO and 
co-founder of Zippin, says speed 
of service cannot come at the 
expense of accuracy, adding: “With 
each new store launch, Zippin’s AI 
improves its ability to provide the 

best experience for both retailers and shoppers.”
And Tesco GetGo – the UK retailer’s frictionless store concept 

in High Holborn, London – is being underpinned by Trigo’s tech. 
Working alongside that partner, a hybrid store containing both 
self-checkout terminals and checkout-free tech is due to open in 
London’s Chiswell Street in the coming months.
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According to analysts, the idea of hybrid stores has a lot of trac-
tion because it mirrors the introduction of self-service machines 
alongside traditional tills over the past 20 years.

Walker describes such a move as “a good stepping stone”, cit-
ing some people’s concerns about a checkout-free environment, 
including unwillingness to download apps, fears over data pri-
vacy and the potential for job losses associated with a switch  
to frictionless retail.

get in, get out
But there is general consumer demand for this tech, according 
to Walker. In a GlobalData UK consumer views survey of about 

1,000 UK adults, 44% said they would use a checkout-free store 
if it opened near them.

“Considering the tech is nascent and most people haven’t had 
the opportunity to try it, this is actually a high percentage in rela-
tion to how available the tech is,” says Walker, pointing out that it 
suits Generation Z in particular.

Zippin said in April that it had served more than half a mil-
lion shoppers in one of the stores it powers, which it said high-
lighted that consumers want this type of tech when shopping. It 
calculates that it has saved consumers more than 83,000 hours 
accumulatively, based on its own estimates that frictionless retail 
experiences reduce the average shopping trip by 10 minutes.
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A technology, media and telecoms report from GlobalData, 
published towards the end of 2021, noted that the continued 
prevalence of Covid-19 would fuel the international expansion 
of checkout-free stores.

Walker says the pandemic has had a lasting impact on how 
people like to shop. In the US, for example, face masks are still 
prevalent in public life and many consumers still just want to “get 
in and out” when shopping to avoid potential infection, she adds.

The GlobalData analyst also predicts that mall operators in the 
Middle East, such as Majid Al Futtaim, will begin to experiment 
with the tech in non-food specialist stores.

Nicola Millard, principal innovation partner at BT, adds: 
“Customers don’t like queuing and the queue can be a hassle, so 
any technology that potentially could take the queue away is an 
interesting one.”

But, she says, as with all technology, checkout-free systems 
must go through the “is it useful, is it usable?” test. Millard argues 
that some customers won’t like the surveillance element, and oth-
ers might experience the “hotel mini-bar syndrome” and feel anx-
iety around whether or not they have been charged for an item.

These worries aside, though, she says there is potential for 
improving shoppers’ lives. “Talking to retailers in the past, one of 
the problems with clothing is the trying it on factor and repack-
aging element, meaning checkout-free tech could be problem-
atic there, but for pre-packaged and uncomplicated purchases, 
it should work.”

On the 20th anniversary of Minority Report, the retail world is 
showing that fiction can become reality. n
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Spot the idiot

In what at first glance looked like the inventor of affordable rolled gift wrap finally having 
enough, Damien Hirst last week began the process of burning those of the 10,000 individual 
A4 paintings their buyers decided to trade in for a corresponding NFT.

Such is the fanaticism of the greater-spotted NFT evangelist, we wonder whether Hirst at any 
point considered asking them to offer up their own bodies as currency for the imagined treasures, 
casting himself as the fly-zapping UV light in his notorious 1990 installation, A thousand years, 
killing them as fast as they could gorge on the blockchain’s figurative rotting head. Unlike the 
circa one million creatures he’s already butchered, at least it would have been their choice. 
Maybe that would have provoked some thought. This is just a pyromaniac in Scribbler. n

❯Read more on the Downtime blog.
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“Each of the 
10,000 unique 

NFTs correspond to 
an original work 

on paper by Damien 
Hirst. The collector 

has to decide 
between the digital 
NFT or the physical 
artwork, but cannot 

keep both. This 
exchange is a 

one-way process, 
so choose carefully”

Heni NFT website
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